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Abstract

The proliferation of distributed energy resources (DERs),
particularly solar photovoltaic (PV) systems, introduces
new operational and security challenges for distribution
networks. This paper presents a cyber-physical attack
framework in which an adversary manipulates selected
inverters to disrupt grid operations. To identify worst-
case attacks, we formulate optimization problems that
maximize steady-state voltage violations. The set of com-
promised inverters in these problems is constrained by
an attack budget that is informed by vulnerabilities iden-
tified via our associated screening of Internet-connected
inverters. The worst-case attack problems are formulated
as Mixed-Integer Linear Programs (MILPs) that use the
linearized DistFlow equations to model the impact of the
attack on unbalanced three-phase distribution systems.
The attack solutions obtained from the LinDist3Flow
formulation are validated using AC power flow (ACPF)
simulations with fixed attacked inverter setpoints. Numer-
ical experiments on modified IEEE 13-bus, 34-bus,
and 123-bus distribution test cases demonstrate that
compromising between 10 % and 25 % of strategically
selected inverters can induce voltage violations across
multiple buses.

Keywords: Cyber-physical Attacks, Distributed Energy
Resources, Voltage Violations

1. Introduction

The power grid is undergoing a transformative evolution
with the widespread integration of Distributed Energy
Resources (DERs), including electric vehicles (EVs), so-
lar photovoltaic (PV) systems, battery storage solutions,
and smart home technologies. These resources enable de-
centralized energy production, storage, and consumption,
marking a significant shift from the traditional centralized
grid model. They introduce greater flexibility, efficiency,
and resilience in the transition toward cleaner and more
sustainable energy systems. However, their increasing
digitization and connectivity have also expanded cyber-

physical attack surfaces in electric power systems [/1].

Among DER technologies, solar PV systems are of
particular concern because of their rapid global adoption
and reliance on Internet-connected smart inverters. Many
of these inverters communicate via hosted management
platforms or web interfaces that are directly reachable on
the public Internet. Recent cybersecurity studies [2}3]]
have shown that thousands of inverters, gateways, and
data loggers are exposed online with weak authentication
or outdated firmware. Malicious actors can potentially
exploit these vulnerabilities and manipulate inverter set-
tings to both interrupt local DER operations and propa-
gate disturbances across the wider power system [4-11].

Building on the established insecurity of PV systems,
prior research has largely examined how voltage related
operational stresses in distribution networks can be aggra-
vated under high PV penetration [12-23]]. More recent
publications have shown that coordinated cyber-physical
attacks, including false-data injection and malicious in-
verter manipulation, can amplify voltage violations and
compromise grid stability [24-27].

Prior literature has primarily examined the physical
effects of high PV penetration and, more recently, the
potential for cyber-physical attacks to worsen voltage
problems in distribution networks. However, existing
studies often assume an exogenous attack size, such as
a fixed number of compromised solar PVs, rather than
identifying which solar PVs an attacker would priori-
tize under limited attack resources. As a result, they
do not fully capture the tradeoff between the effort re-
quired to compromise different solar PVs and the voltage
impact that those compromised solar PVs can induce.
In addition, over-voltage and under-voltage impacts are
not always treated as equally important attack outcomes
within a unified optimization framework. Analyses are
frequently carried out on balanced or single-phase mod-
els as well. Finally, prior literature does not always use
a full AC power-flow solution to validate the choice of
which inverters to compromise.

To bridge these gaps, this paper develops a cyber-
physical optimization framework to determine which



solar PVs an attacker would select, under a limited com-
promise budget, to induce the largest steady-state voltage
violations in an unbalanced distribution network. Specifi-
cally, we formulate attack models for both under-voltage
and over-voltage cases, in which the attacker chooses a
subset of solar PVs to compromise and manipulates their
real and reactive power setpoints to maximize voltage
violations across the feeder. To make this selection prob-
lem tractable, we employ a linearized approximation of
the DistFlow equations, which allows the optimization
to include binary decision variables representing which
solar PVs are compromised. The resulting formulation
therefore identifies both the compromised solar PVs and
the corresponding voltage violation outcome for a given
budget. To verify that the LinDist3Flow based attack
decisions remain physically meaningful, we validate the
resulting voltage profiles and identify violations against
nonlinear AC power flow (ACPF) solutions.

The remainder of the paper is organized as follows.
Section [Z] introduces the cyberattack vector, the attacked
solar PV models, and the network model. Section [3]de-
velops the voltage violation model. Section [ presents
the numerical results, including the experimental setup,
implementation details, and voltage violation results. Fi-
nally, Section [5| concludes the paper and discusses future
research.

2. Network and Solar PV Modeling

This section introduces our models for both the adver-
sary and the physical system. We first detail the cyber
threat model, which defines the attacker’s capabilities,
the criticality ranking of different vulnerabilities based
on their cost and post-compromise impact, and the distri-
bution of the vulnerability classes. We then present the
network model used to represent the physical network,
providing the basis for the attack formulations developed
in subsequent sections.

2.1. Cyber Threat Model

A cyberattack on a power grid could take multiple forms.
In this paper, we consider a remote, Internet-facing ad-
versary who (i) has no insider or physical access to the
grid, (ii) can perform large-scale Internet scanning and
exploit development with commodity compute, and (iii)
targets exposed solar PV systems. Although the same
general attack model could apply to other distributed en-
ergy resources, we focus on solar PVs because they are
the subject of our ongoing Internet-scanning research.
In this setting, the attacker can compromise solar PVs
depending on the communication and Internet infrastruc-
ture through which they are deployed.

1) Vulnerability classes: We categorize the attack sur-
face into four vulnerability classes (also referred to as
exposure classes) that capture the dominant, observable
ways solar PVs appear on the public Internet, namely
Modbus/TCP exposure (M), unauthenticated web inter-
face (U), web interface with known vulnerabilities (C),
and web interface with login (L).

These classes differ in terms of the difficulty to ex-
ploit the vulnerability, i.e., the attacker’s effort or cost,
and also the post-compromise capability of an adversary
that has successfully exploited a vulnerability. For exam-
ple, while Modbus exposure (M) typically provides the
lowest barrier to direct solar PV manipulation, login-only
portals (L) have the highest barrier as they require an
adversary to guess the credentials. Naturally, unauthenti-
cated web interfaces (U) are easier to breach than those
with known vulnerabilities (C). Using these insights, we
use the following conservative ordering (highest — low-
est) of vulnerability classes based on their criticality:

M>U>C > L. (€))

Prior work has demonstrated that Internet-connected
industrial and operational technology solar PV systems
can be discovered at scale via Internet scanning, sup-
porting the plausibility of finding exposed solar PVs
in real deployments [28]. Additionally, public vulner-
ability reports document known vulnerabilities and inci-
dents affecting widely deployed solar PV inverter models,
underscoring the practical risks associated with expo-
sure [3l29]. As shown in Figure[] these exposure classes
can be represented as entry points in an attack graph
linking adversary actions to solar PV manipulations.
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Figure 1. Attack graph for compromising smart
inverters.

Using the Censys Internet-wide scanning platform,
we identified representative examples of exposed solar
PV systems. A screenshot in the appendix (Fig. 7)) shows
an exposed metering center served over an unauthenti-
cated web interface that also exposes a Modbus/TCP



endpoint. For these exposed solar PV systems, once com-
promised, an attacker may be able to change active and
reactive power setpoints, disable anti-islanding or other
protective functions, upload malicious firmware, or issue
commands that cause trips or other abnormal behavior.

2) Distribution of vulnerability classes: We assign
each DER to a vulnerability class using the empirical ex-
posure distribution measured by our companion Internet-
scanning study [30]. Because a single host can exhibit
more than one exposure (for example, an unauthenticated
web interface that also advertises a Modbus endpoint),
we map each DER to a single class corresponding to
its most severe observed exposure, following the criti-
cality ordering in (I): Modbus/TCP exposure (M) takes
precedence, followed by unauthenticated web interface
(U), web interface with known vulnerabilities (C), and
login-protected web interface (L). This yields mutually
exclusive classes whose prevalences across the exposed
solar PV population are pyy = 10.45%, py = 18.75%,
pc = 7.84%, and p. = 62.96%.

The vulnerability class assigned to a DER determines
its cost to compromise cs, which reflects the attacker
effort required to gain write-level control through that ex-
posure. We assign costs that increase by a unit step along
the ordering in (1), namely ey = 1, cy = 2, ¢¢c = 3,
and ¢, = 4. These are relative costs, so only their ratios
affect the budget constraint in (2c). Each unit increment
corresponds to an additional capability the attacker must
acquire. Modbus/TCP exposure (M) is the lowest-cost
path: it requires neither authentication nor an exploit,
as the attacker connects to a standardized protocol and
issues read or write commands directly to inverter reg-
isters. An unauthenticated web interface (U) likewise
requires no credentials, but the attacker must first iden-
tify the device-specific control endpoints and interpret a
non-standardized vendor interface rather than a uniform
protocol, adding reconnaissance effort. A web interface
with a known CVE (C) further requires obtaining or de-
veloping a working exploit for the disclosed vulnerability
and applying it successfully, which is more effort than
interacting with an already-open interface. Finally, a
login-protected interface (L) requires defeating an ex-
plicit access control through default-credential testing,
credential stuffing, or brute force, with no guarantee of
success and the risk of lockout, making it the highest-cost
path.

2.2. Attacked and Non-Attacked Solar PVs

We model the attacker’s selection of which distributed
generators (DGs) to compromise and how they are op-
erated maliciously. Let S C N denote the nodes with
distributed generation, and let us € {0, 1} be a binary

variable indicating whether the attacker controls a partic-
ular DG s € S, where

1 generator s is compromised
Ue =
’ 0 otherwise.

When a solar PV is compromised (u; = 1), the attacker
gains the ability to manipulate its power injections.

The relation in (2a) describes how the attacker can
set the active power, Ps, to any value between zero and
the inverter’s full capability, P; . If the solar PV is not
compromised (us; = 0), its output is fixed to the nominal
setpoint, PY. Likewise, @I) models the attacker’s ability
to set the reactive power output within the solar PV’s
reactive power limits QS and ), when this generator is
attacked (us = 1). Otherwise, the solar PV operates at
a nominal reactive power setpoint Q% (e.g., Q% = 0 for
unity power factor operation).

Finally, the attacker’s actions are limited by a total
attack budget, B, that models the effort that the attacker
can allocate to compromising solar PV generators. As
shown in (2c), this formulation ensures that the sum of
the individual costs ¢, for each compromised solar PV
(where us; = 1) does not exceed the budget. These
relationships are:

P;(l_ue)SPGSP:7 (221)

Qs (1 —uy) +Qus < Qs < Qi (1 — us) + Qgus,
(2b)

chus < B, (2¢)

seS

us € {0,1}. (2d)

for all solar PVs s € S.

2.3. Network Model

We consider a distribution network modeled as an undi-
rected graph G = (N U {0}, &), where N denotes
the set of all nodes in the network except the source
node. The set of phases present at a node 7 is denoted
by ®; C {a,b,c}. Each branch (i,7) € & is charac-
terized by its phase-impedance matrices, R;; = [ryy/]
and X,;; = [xyy]. The complex phase impedance matrix
is given as Zl‘j = Rij +JX1J

The network operating point is characterized by P;;
and Q;;, the real and reactive power flowing from node 4
to node j; the squared voltage magnitudes at node ¢
(with vf = \Vlw 12); £;;, the squared current magnitudes

on the line; and pj’, q;l’, the net real and reactive power
injections at node j on phase .



1) AC DistFlow: We largely adopt the standard
notation for the branch flow model (BFM); see [31]]
and [32] Sections 2.2, 2.3]. For each node i € N,
let V; := [V,¥]yca, denote the vector of per-phase nodal
voltages, and for each line [ € £ : [ > ¢ incident on 1,
let I;; = [I;/;]¢e¢i. The complex power flows in a
three-phase unbalanced distribution network are fully
described by the following set of equations.

1. Ohm’s law:
V=V — 21,
for each node i € \.

2. Definition of complex flows:

Sy o= Vil

177

and the definition of square current magnitudes:

gij = diag(I”I”)

for each branch (i,j) € €. Here, (-)" denotes
the complex conjugate transpose and diag(-) de-
notes the extraction of the entries of the rank-one
matrix I;; IU

3. Power balance:

Z diag(Si; — Zi;li;) + s; = Z diag(S;x)

11— ] k:j—k
for all nodes j € NV.

2) Linearized DistFlow (LinDist3Flow): The
LinDist3Flow model [31,|33]] simplifies the DistFlow
formulation discussed in Section [2.3|by neglecting line
losses and linearizing the voltage drop. This linearization
is performed around an operating point of zero power
injections and flows, yielding the following tractable,
three-phase model:

—&-p] Z Jk’

Vi € {a,b,c}, (3a)

k:g—k

Qi+l =Y Q%  Voelabe, (b
k:j—k

v; =v; + Mp,;iPi; + Mqi;Qij, (3c)

where the matrices M p ;; and M ;; are defined for each
line (4, j) € £ using the per-phase series resistances 7y

and reactances ., (for phases ¢, ¢’ € @) as follows:

_27'aa Tab — \/gl'ab Tac + \/gxac_

Mpij = |7ha + V3Tpa —2ryp — V3T,
- \/gxca Tep + \/gxcb —27¢c |

(4a)
_2-raa ZTab + \/grab - \/grac-

Mo.ij = |%ba — V3704 —2xp The + V37pe
| Lca + \/cha Teb — \/grcb _2$cc i

(4b)

3. Voltage Violation Attack

In this section, we formulate attack variants that maxi-
mize voltage violations. To model distinct adversarial
strategies, we consider three variants of the attack, each
defined by a different mathematical norm of the volt-
age violation vector, §. Each variant corresponds to an
optimization problem with a different attack objective.
Specifically, we use the {y-norm to maximize the num-
ber of violating bus-phases (widespread disruption), the
{--norm to target the single worst-case violation, and
the ¢1-norm to maximize the total aggregate violation.
To formulate these objectives, we first define the in-
dividual elements of the violation vector 8. We intro-
duce non-negative slack variables for each bus-phase
pair (i,1) to represent the magnitude of over-voltage
and under-voltage violations. The over-voltage violation,
5?, > and the under-voltage violation, ¢ L are defined as:

5 "y t= max {’Uz = Vi s O} , (5a)
;. L t= max {Uf‘l‘f — Vi s O} , (5b)

where v;  denotes the squared voltage magnitude and

{njﬁ“ and v;";™ represent the lower and upper squared
voltage magnltude limits for the corresponding bus and
phase, respectively.

The total violation at each bus-phase pair, d; y, con-
stitutes the elements of the violation vector §. Formally,
the total violation is defined as the sum of these over- and
under-voltage components

Sip =00y + 0, (6)

for each node i € N and each phase 1) € ¥;. As these
components are complementary, with at most one be-
ing non-zero for any given bus and phase, their sum
effectively captures the magnitude of whichever vio-
lation is active. We also define the binary indicator
$ip = &, + i, which equals 1 when bus-phase
(i,) lies outside its operational bounds.
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Figure 2. An indicator function for voltage
violations where ¢; ,, € {0,1} is 1 when v; , lies
outside its operational bounds and 0 otherwise,

while 6 measures the size of the violation.

In addition to the solar PV model constraints from
Section[2.2] the following constraints define the variables
used to measure voltage violations. The formulation em-
ploys binary indicators (,zS and gb to show whether
the voltage lies outside its operatlonal bounds, as illus-
trated in Fig.[2] We do not enforce voltage bounds as
hard constraints; instead, we use them to measure how
far the voltages move outside the admissible range, and
then maximize that measured violation through the cho-
sen attack objective. The resulting problem remains a
mixed-integer linear program, which allows us to solve
it with standard solvers such as Gurobi and makes the
approach scalable.

The relationship in Figure [2| is formalized by the
following big-M constraints for each bus 7 and phase
1. First, for each over-voltage variable 5:1/) and under-

voltage variable 9, > We impose non-negativity:
55,20, 6, =0, @
and apply the following upper bounds

0Fy < (vig —vP) + M1 —6F,),  (8a)

57, 1[) — d)z RVR) (Sb)
0y < (VP —viw) +M(1=67,), (80
O;p < My y,, (8d)

for all nodes 7 € A and all corresponding phases ¢ € ;.
Similarly, for each of the aforementioned variables, we
also apply the following lower bounds

6, = —M(1—=o7,) + (vip —0l), %)
0y 2 —Mgf,, (9b)
Sy > —M(1 =07 ) + (03 — vig), (9¢c)
O3 2 =My y, (9d)

for all nodes 7 € AV and all corresponding phases ¢ € ¥;.
Lastly, each of the indicator variables qﬁj}'w and qS;w must
satisfy

et o, <1 ol 6, {01} (10)
for all nodes 7 € N and all corresponding phases ¢ € ;.
When the constraints (7)), (8), (), and (I0) are jointly sat-
isfied, we achieve the piecewise linear voltage violation
function depicted in Fig.

We consider two separate attack cases. In the under-
voltage case, the attacker maximizes violations of the
lower voltage bound, so the objective is built from the
under-voltage terms (5 . In the over-voltage case, the
attacker maximizes v1olat10ns of the upper voltage bound,
so the objective is built from the over-voltage terms d;" o
The three objectives introduced in (TT)) are applied sepa-
rately within each of these two cases.

Using the violation variables defined in @, we define
the three attack objectives as

I8ll0 = " i, (11a)
(3,9)
6l = (5* +m) (11b)
(3,9)
— + —
18] = ma (@,w%,w)a (11c)

respectively.

The voltage violations & are a direct consequence of
the attacker’s power setpoint decisions, as the resulting
power flows determine the bus voltages via Section[2.3]

Assumption 1 The attack model is formulated as a
single-period deterministic snapshot. Load and solar
PV operating conditions are treated as fixed, and non-
compromised solar PVs are assumed to remain at their
nominal setpoints during the attack. Consequently, the
formulation does not capture uncertainty, time-varying
behavior, or corrective responses from non-compromised
solar PVs or system operators.

Under Assumption|1}’| we evaluate the voltage impact of
a coordinated solar PV attack at a fixed operating point.
For each objective, the attack optimization problem is
formulated as

maximize |6k

@. 0.
@, @. @, [0, (12)

!As discussed in Section our ongoing work includes extending
the formulation to generalize beyond these assumptions.

subject to:



for k € {0,1, c0}.

After solving for a given attack budget and ob-
jective, the optimization identifies the compromised so-
lar PVs and the associated malicious real- and reactive-
power setpoints. These attacked setpoints are then used to
compute the resulting voltage profile and the correspond-
ing violation metrics through the ¢y, ¢1, and £, norms of
the voltage violation vector. Because the attack optimiza-
tion is performed using the LinDist3Flow approximation,
the resulting operating point is subsequently validated
using a nonlinear AC power flow (ACPF) model with
the same attacked solar PV setpoints. The comparison
between the LinDist3Flow and ACPF results provides a
consistency check on both the predicted voltage magni-
tudes and the identified violation locations.

4. Numerical Results

In this section, we first describe the modified test feeders
and the numerical implementation used in our study. We
then present the attack results across the three systems
under different budgets and for both the under-voltage
and over-voltage cases.

4.1. Test Systems

We evaluate the performance of the proposed attack al-
gorithm using modified versions of the standard IEEE
13-bus, 34-bus, and 123-bus distribution test feed-
ers [34]. In our implementation, all delta-connected loads
in the original feeder data are converted to equivalent
grounded-wye loads before the LinDist3Flow analysis.
Additionally, since the original test cases lack DERs, we
augment each system by placing PV generators at load
buses. For a given penetration level, the rated active
power of each PV generator is set proportional to the
local real-power demand. This placement strategy gives
14 PV units totaling 2,650 kW, with individual ratings
between 100 kW and 300 kW, on the 13-bus feeder,
34 solar PV units totaling 1,769 kW on the 34-bus
feeder, and 50 solar PV units totaling 1,885 kW on the
123-bus feeder.

4.2. Implementation Details

We implement the voltage violation optimization
problems in the Julia programming language us-
ing the JuMP package [35]. The three-phase
LinDist3Flow network model is formulated using
the PowerModelsDistribution. j1 package [36],
and the resulting mixed-integer problems are solved
with the Gurobi Optimizer [37]. Internally,
PowerModelsDistribution introduces auxiliary

@ Normalbus @ Compromised bus

Figure 3. Modified IEEE 123-bus distribution
feeder showing the compromised buses selected
by the budget constrained attack under the
lo-objective. Red and black markers denote
compromised and uncompromised buses,
respectively.

buses, such as xfm1, regl, and distinct substation trans-
former buses, to represent transformers and voltage regu-
lators. Since these auxiliary nodes do not correspond to
physical feeder buses, we exclude them from the analy-
sis. Accordingly, voltage violations are evaluated only
at the physical feeder buses of each network. Gurobi
solved the under-voltage attack problem (B = 30) for
the IEEE 123-bus feeder in 10.86 seconds. This shows
that our LinDist3Flow MILP formulation scales well and
remains computationally efficient in our experiments.

4.3. Voltage Violations

We apply the voltage violation formulation in Section 3]
to all three test feeders under both under-voltage and
over-voltage attack scenarios. By varying the attack bud-
get, we evaluate how the voltage profile changes and
how the number of violated buses and phases varies as
the attacker’s budget increases. Each PV is assigned a
distinct compromise cost according to the formulation in
Section

For the IEEE 13-bus feeder, Fig. ] shows the im-
pact of increasing PV penetration on under-voltage be-
havior. As shown in Fig.[[a), the worst-case bus voltage
decreases steadily with the PV penetration level, falling
from approximately 1.00 p.u. at 25 % penetration to about
0.83 p.u. at 150 %. The voltage drops below the 0.95 p.u.
threshold at 50 % penetration.

Fig. [@[b) shows that the number of violated bus-
phases also increases with penetration level, rising from
zero at 25 % penetration to 10 at 150 %.

These results show that higher PV penetration makes



the feeder more vulnerable to coordinated manipulation,
since the most severe voltage drop becomes progressively
worse and the resulting under-voltage violations spread
across a larger portion of the feeder.
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Figure 4. Effect of PV penetration on the
under-voltage case in the IEEE 13-bus feeder
under an attack budget of B = 4.

Fig. [5] compares the pre-attack and post-attack volt-
age profiles across the IEEE 13-bus feeder for both
attack objectives. In the under-voltage case shown in
Fig.[5(a), the pre-attack voltages remain above 0.95 p.u.
at all buses. After the attack, the voltage profile shifts
downward across much of the feeder, with the largest
drops occurring at buses 680, 652, and 675. These buses
are located downstream of bus 671, farther from the
substation along the feeder segment between buses 632
and 671. Once the attacker manipulates the selected PV
setpoints, the cumulative voltage drop becomes most
severe at these downstream locations.

In the over-voltage case shown in Fig. 5[b), the pre-
attack voltages stay below 1.05 p.u. across the feeder.
After the attack, bus voltages increase across nearly the
entire feeder, and several buses exceed the upper limit.
The highest post-attack voltages occur at bus 652, which
again lies far downstream.

In both attack cases, coordinated manipulation of
solar PV setpoints can push otherwise acceptable op-
erating points into either under-voltage or over-voltage
conditions, with the largest deviations concentrated at
downstream buses that are farther from the substation

and more sensitive to upstream setpoint changes.
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Figure 5. Pre-attack and post-attack voltage
profiles for the IEEE 13-bus feeder under an
attack budget of B = 8.

Fig. [6a] compares the LinDist3Flow and ACPF
voltage magnitudes for the under-voltage case in the
IEEE 123-bus feeder. Most points remain close to the
line of perfect agreement, which indicates that the lin-
earization error introduced by LinDist3Flow is small in
this case. The points stay tightly clustered around the
diagonal over nearly the full voltage range, and the linear
approximation tracks both the severity and the spread
of the voltage drop with only small deviations from the
ACPF solution.

Fig. [6b] shows the corresponding comparison for the
over-voltage case. Here again, most points lie near the
diagonal, indicating that LinDist3Flow captures the main
voltage-rise behavior with relatively small linearization
error. The voltage increase pattern is reproduced well
across most buses and phases, although small deviations
remain at higher voltage magnitudes.

Across both cases, this close agreement suggests that
the attack solution we obtained from the linearized op-
timization problem in is consistent with the ACPF
validation. This provides a degree of empirical evidence
that the solar PV compromise decisions, represented by
the binary variables in (2)), are likely to be close to those
that would be obtained from the corresponding mixed-
integer nonlinear formulation based on the AC power
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Figure 6. Parity plots comparing LinDist3Flow
and ACPF voltage magnitudes for the IEEE
123-bus feeder for under-voltage and
over-voltage attack cases.

flow equations.

Tables[T]and 2] show the attack outcomes for the three
IEEE test feeders in the under-voltage and over-voltage
cases, respectively. For each feeder, the results are shown
at multiple budget levels and separated by adversarial
objective.

A clear pattern across all three feeders is that a larger
attack budget allows the attacker to cause more severe
violations, although the added damage becomes smaller
at the higher budget levels. Under the ¢;-objective,
for example, the total under-voltage violation in the
IEEE 13-bus feeder increases from 0.957 p.u. at B = 4

to 1.666 p.u. at B = 12. The over-voltage case shows
the same behavior, with the ¢;-value increasing from
1.551 p.u. to 2.011 p.u. over the same budget range. The
IEEE 34-bus and IEEE 123-bus feeders follow the same
pattern, but on a larger scale.

The ¢y-objective shows that widespread disruption is
possible even at the lower budget levels. In the IEEE 13-
bus feeder, for example, 10 out of 14 buses are violated
at B = 4 in the under-voltage case, while 13 out of 14
buses are violated at the same budget in the over-voltage
case. This indicates that the attacker does not need a
larger budget to affect a substantial portion of the feeder.

Table 1. Under-Voltage Violation Attack
Outcomes by Adversarial Objective

Budget | £oo-Norm | £1-Norm Spatial Extent (£o)
Feeder | (B) | Worst-Case | Total Viol. | Viol. Buses | Viol. Phases
(p-u.) (p-u.) (Count) (Count)
5 4 0.137 0.957 10/14 11/35
L"ij 12 0.206 1.666 11/14 11/35
i 18 0.136 7.194 46/53 106/129
& 28 0.152 7.908 44/53 101/129
g 30 0.069 4.543 91/128 91/268
= 50 0.071 4.545 91/128 91/268

Table 2. Over-Voltage Violation Attack
Outcomes by Adversarial Objective

Budget | £oo-Norm | £1-Norm Spatial Extent (£o)
Feeder | (B) | Worst-Case | Total Viol. | Viol. Buses | Viol. Phases
(p-u.) (p-u.) (Count) (Count)
- 4 0.072 1.551 13/14 32/35
E 12 0.113 2.011 12/14 23/35
i 18 0.293 12.829 45/53 84/129
& 28 0.293 12.845 45/53 84/129
§ 30 0.113 11.646 126/128 247/268
E_ﬂ 50 0.114 11.647 126/128 2471268

5. Conclusion

The increasing penetration of distributed energy re-
sources (DERs) introduces new cyber-physical risks in
distribution networks. In particular, an attacker who com-
promises inverter-interfaced PV systems may manipulate
both active and reactive power setpoints, enabling co-
ordinated actions that can stress grid assets and violate
operational limits. In this paper, we consider a DER-rich
feeder under an adversarial model in which compromised



PV inverters are controllable within their operating ca-
pabilities. To capture heterogeneous attacker effort, we
assign each PV a cost of compromise that quantifies the
resources required to gain control, and evaluate the result-
ing voltage violations under constrained attacker budgets.

Our results show that budget constrained attacks
on compromised solar PVs can produce severe and
widespread voltage violations across the feeder. As the
attack budget increases, the overall severity of the vi-
olations also increases, although the rate of increase
slows at higher budget levels. The comparison between
LinDist3Flow and ACPF further shows that the linearized
model captures the main voltage behavior under attack
with reasonable accuracy. While formulated from an
adversarial standpoint, our analysis provides useful in-
sights for designing proactive defense mechanisms and
mitigation protocols. Our findings further highlight the
importance of improving situational awareness and grid
resilience in systems with high DER penetration.

Our future work will extend the framework in two
directions. First, we will incorporate stochastic models
for distributed generation and demand to study how vari-
ations in solar output and load affect coordinated DER
attacks. Second, we will model the distribution system
operator’s response to examine how operator actions can
limit voltage violations during an attack.

Appendix

We used the Censys Internet-wide scanning platform to
identify devices relevant to our threat model. As detailed
in our companion measurement study [30]], this approach
discovered over 66,000 Internet-exposed solar DER hosts
worldwide. Figure [7H8|provides a representative screen-
shot that illustrates the kind of exposed interface observed
in the wild and the capabilities attackers gain when such
interfaces are reachable over the public Internet. This
example is not exhaustive, but it underscores how even
routine maintenance or monitoring portals, when mis-
configured, can act as direct cyber-physical entry points
into distributed energy systems. Many of these exposed
endpoints, associated with solar inverters, energy meters,
and gateway controllers, offered configuration, firmware,
or data access without authentication. By examining this
real-world example, we demonstrate the feasibility of
adversarial actions such as remote firmware manipula-
tion, password resets, and data tampering, which form
the basis for the attack vectors outlined in Section 211
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