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Abstract—The increasing integration of distributed energy
resources (DERs), particularly solar photovoltaic (PV) systems, has
introduced new cybersecurity challenges in distribution networks.
This paper presents a data-driven attack model that examines how
an adversary can exploit direct load control (DLC) mechanisms
to selectively disconnect downstream loads during periods of high
solar generation. Such targeted load tripping forces excess PV
output to flow back toward the substation transformer, potentially
causing power imbalances and transformer overloading. We model
both PV output and load demand as multivariate Gaussian
distributions to capture their inherent temporal and spatial
uncertainties. A probabilistic power imbalance metric is defined to
quantify the extent of reverse flow under compromised conditions.
To identify the most impactful combinations of load disconnections
and timing, we employ a multi-armed bandit approach based
on the Upper Confidence Bound (UCB) algorithm. Simulation
results demonstrate the feasibility and effectiveness of the attack
strategy under realistic variability in solar output and demand.

Index Terms—Distributed Energy Resources, Cybersecurity,
Transformer Overloading, Multivariate Gaussian Modeling, Upper
Confidence Bound

I. INTRODUCTION

Distributed Energy Resources (DERs) enhance the flexibility,
efficiency, and resilience of modern power grids, supporting
the broader transition to sustainable energy systems. DERs
encompass decentralized, small-scale generation and storage
technologies such as solar photovoltaics (PV), wind turbines,
and battery energy storage systems that are typically deployed
near the point of consumption, enabling localized energy
production and reducing reliance on centralized infrastructure.

Among the various DER technologies, solar photovoltaics
(PV) have experienced the most significant growth, driven
by rapid cost reductions, supportive policy measures, and the
global shift toward decarbonization. Rooftop PV installations,
in particular, have become increasingly prevalent in both
residential and commercial sectors [1]. According to the U.S.
Energy Information Administration (EIA), the United States
added 26.3 GW of new PV capacity in 2023, raising the
cumulative installed capacity to approximately 137.5 GW [2].

Despite their operational benefits, DERs also introduce new
cybersecurity concerns, particularly as these systems become
increasingly integrated with communication and control net-
works [3]. The National Institute for Standards and Technology
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(NIST) has highlighted that the incorporation of advanced
technologies into the electric grid increases the system’s
exposure to cyber threats [4].

One potential vulnerability arises from the Direct Load
Control (DLC) infrastructure widely implemented in demand
response programs. Through DLC, utilities or aggregators
remotely manage customer loads such as air conditioning
units, water heaters, and pool pumps to balance supply and
demand during peak periods. Although designed to enhance
flexibility, this control mechanism presents a potential entry
point for adversaries. By compromising DLC command signals,
an attacker can selectively disconnect downstream loads [5]–
[8]. When this occurs during periods of increased levels of
PV generation, local demand is significantly reduced, forcing
surplus solar power to flow upstream. Such reverse power flow
can exceed transformer ratings, potentially causing equipment
overloads and service interruptions [9]–[13].

A substantial body of research has explored the operational
impacts of photovoltaic (PV) systems on distribution networks.
For instance, Walling et al. [14] examined how rooftop PV
influences local power flows and voltage profiles. Manito
et al. [15] demonstrated that high levels of PV penetration
exacerbate thermal stress and accelerate degradation in dis-
tribution transformers. Sharma et al. [16] and Hajeforosh et
al. [17] investigated the conditions under which reverse power
flow resulting from PV generation can lead to transformer
overloading. Other research has focused on load-altering attacks,
where adversaries manipulate control commands to disrupt
demand profiles [18].

While these studies provide valuable insights into the
physical and operational effects of PV integration, they often
rely on deterministic assumptions that do not fully capture the
stochastic nature of real-world grid conditions. In particular,
few works address the joint uncertainties in PV generation and
load demand during adversarial events [19].

To bridge this gap, this paper contributes a probabilis-
tic modeling framework for load-tripping attacks in DER-
integrated distribution networks. Our approach represents
both PV output and load demand as correlated multivariate
Gaussian random variables, enabling the analysis of variability
across time and location. We define a probabilistic overload
condition to estimate the likelihood that reverse power flow
exceeds transformer capacity. To further guide effective attack
strategy selection under uncertainty, we adopt a multi-armed
bandit formulation using the Upper Confidence Bound (UCB)
algorithm [20]–[22].

The rest of this paper is organized as follows. Section II
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formulates the adversarial load-tripping problem, introducing
a probabilistic framework that jointly models the variability in
photovoltaic output and load demand. This section also outlines
the design of a data-driven attack strategy based on the Upper
Confidence Bound (UCB) algorithm, which systematically
identifies high-impact load disconnections. Section III describes
the simulation setup based on a modified IEEE 13-bus test
feeder, incorporating load and solar PV data from the SMART-
DS Greensboro Area dataset. Section IV presents and interprets
the numerical results, highlighting the conditions under which
reverse power flow and transformer overloading are most likely
to occur. Finally, Section V concludes the paper and discusses
directions for future research.

II. PROBLEM FORMULATION

We consider an adversary who trips downstream loads
to force excess DER generation back into the substation
transformer in order to induce overload or equipment failure.
The adversary’s strategy is defined by two principal decisions:
the selection of loads to disconnect and the timing of their
disconnection. Rather than shedding all loads, we assume that
the adversary incurs some cost when compromising individual
loads, or alternatively, seeks to avoid revealing the full extent
of their capabilities for potential use in future attacks. Tripping
the entire set of controllable loads at once would result in a
sudden, large-scale disruption that would likely immediately
trigger alarms and attract operator attention, undermining the
attack’s stealth.

Instead, the adversary strategically selects a subset of at most
k loads whose disconnection maximizes the net surplus of DER
generation over the remaining demand, thereby inducing the
greatest reverse power flow toward the substation transformer.
The adversary does this carefully at discrete, spaced out time
intervals, or rounds. Equally important is the decision of when
to act: the attacker schedules their load tripping at strategically
chosen times based on the underlying stochastic process that
governs the solar output and the demand.

Concretely, the attacker wishes to learn the underlying
distribution of the customers’ behavior and strategically time
a select, potentially very small number of power outages. This
targeted load selection coupled with precise timing enables
the adversary to impose maximum stress on the substation
transformer while minimizing the number of curtailed loads,
and avoiding detection. This threat model is described very
naturally as a multi-armed bandit algorithm.

A. Notation

Throughout the paper, R denotes the set of real numbers,
while Rn and Rn

+ denote n-dimensional real and nonnegative
real vectors, respectively. The vectors 1 and 0 represent the
all-ones and all-zeros vectors of appropriate dimension. For
any vector a ∈ Rn, the notation ∥a∥1 refers to its ℓ1-norm,
and diag(a) denotes the diagonal matrix with the entries of a
on its diagonal. The Hadamard product of two vectors a and d
is denoted by a◦d, defined componentwise as (a◦d)i = aidi.
The transpose of a vector or matrix is denoted by the superscript
⊤. The expectation operator is written as E[·]. The operator

TopK(·; k) returns the indices of the k largest elements of a
given vector. The parameters α > 0 and ct > 0 are exploration
coefficients used in the UCB algorithm, and Rt denotes the
cumulative regret of the adversary at time step t.

B. Uncertainty model

Let g,d ∈ Rn
+ denote random active power generation and

demand vectors in a lossless n-bus distribution network model
with a single transformer. We emphasize that the entries of
these vectors do not need to be independent, nor do they need
to be identically distributed. The first and second moments of
the random demand and generation vectors are

E [d] := µd, E
[
dd⊤

]
:= Σd,

E [g] := µg, E
[
gg⊤] := Σg,

respectively. We analyze the difference between these two
vector-valued stochastic processes—the random net power
injection vector, defined as p := g − d. Under the lossless
assumption, the flow through the transformer is S := 1⊤p. For
simplicity, we adopt the simplifications of Assumption 1.

Assumption 1. The attacker has compromised all devices in
the network, the power factors of all nodes are unity (i.e.,
reactive power is invariably zero), the network is lossless, and
the random active power demands are bounded as 0 ≤ d ≤ d,
almost surely.

Under Assumption 1, it can be shown that the net power
injection vector is a sub-Gaussian random vector, allowing us
to readily apply the theory of multi-armed bandits.

C. Threat model

The set of all attack strategies available to the adversary, or
action space, is the set of all possible ways the adversary can
trip off at most k loads. We can rigorously describe this action
space as the n-dimensional hypersimplex of radius k:

A := {a ∈ {0, 1}n : ||a||1 ≤ k} . (1)

The action space of the attacker, (1), is equivalent to the set
of all binary vectors with at most k non-zero entries.

Suppose the attacker has compromised all devices in the
network, and wishes to carefully choose a series of load tripping
configurations over the course of a finite sequence of attack
times. At each attack time, or round t = 1, . . . , T , the attacker
chooses a load tripping attack at ∈ A and observes the flow
through the transformer S : A → R, which takes the form

S(at) := 1⊤ (gt −Atdt) =

n∑
i=1

gt,i − dt,i · 1 {at,i = 1} ,

where 1 {·} is the indicator function, evaluating to 1 if the
argument is true and 0 otherwise. Here, At := diag(1−at) ∈
{0, 1}n×n is a binary diagonal matrix encoding the attack
strategy at time t, where

(At)i,i = 1− (at)i =

{
0, i ∈ At (tripped),

1, otherwise .
(2)



In the attack matrix (2), we set At ⊆ {1, . . . , n} to be the set
of all loads that the attacker chooses to trip at time t.

D. Confidence bound analysis

To identify the most impactful combinations of load dis-
connections and time intervals for inducing reverse power
flow toward the substation transformer, we employ the Upper
Confidence Bound (UCB) algorithm; for a detailed description,
see [22, Ch. 7].

Note that the net generation term 1⊤gt is independent of the
attack term Atdt. Thus, maximizing the reward is equivalent to
choosing the k loads with the highest demand (in expectation)
to trip. Each load i can therefore be treated as an independent
“arm” with unknown mean demand µi := E[di]. A standard
upper confidence bound (UCB) rule for each arm, followed by
selecting the TopK UCB scores, gives an optimal strategy.

Thus, at each time step t, the attack strategy At := TopKt ⊆
{1, . . . , n} is the indices of the k largest UCBs. Let Ni be the
number of times the attacker has tripped load i, and define the
attacker’s sample mean estimator for each load i:

µ̂i :=
1

Ni

∑
τ∈[t]

dτ,i · 1 {i ∈ Aτ} . (3)

Appealing to Hoeffding’s inequality, the UCB score of load i
at time step t is then

UCBt(i) := µ̂i + ct ·

√
2 log(t)

max (1, Ni)
, (4)

where ct > 0 is some time-varying exploration coefficient.

E. Algorithm

The attacker’s covert load tripping strategy is described in
Alg. 1. This online UCB algorithm seeks to estimate the first
moment of the loads E [d] and maximizes the flow through
the transformer by picking the k largest of them.

Algorithm 1 Covert Load Tripping Attack

Require: Attack horizon T , attack budget k
1: Initialize: a← 0n, Ni ← 0, µ̂i ← 0 i = 1, . . . , n
2: for each round t = 1 to T do

3: UCBt(i)← µ̂i + α
√

2 log(t)
max{1,Ni}

4: Select: At ← TopK(UCBt(i), i = 1, . . . , n)
5: Execute attack: (a)i = 0 for all i ∈ At

6: for each tripped node i ∈ At do
7: Update trip count: Ni ← Ni + 1
8: Update sample estimator: µ̂i ← µ̂i +

dt,i−µ̂i

Ni

9: end for
10: Observe imbalance: S(at)← 1

Smax
1⊤ (gt − at ◦ dt)

11: end for
12: return Optimal configuration: a⋆ ← aT

F. Regret analysis
To assess the performance of the adversary’s strategy, we

adopt cumulative regret, which is a common metric used
to analyze online learning algorithms. Given a sequence of
load tripping actions at time t, {aτ}tτ=1 ⊆ A, we define the
cumulative regret of the adversary at time t as

Rt := E

max
a∈A

∑
τ∈[t]

Sτ (a)− Sτ (at)

 , (5)

where [t] := {1, . . . , τ, . . . , t} . In words, the regret (5)
measures the average difference between how large the attacker
could have caused the power flow to be, and what was actually
done by the sequence of actions taken by the attacker.

III. EXPERIMENTAL DESCRIPTION

We evaluate the proposed covert load-tripping algorithm
using two complementary datasets detailed in this section.
First, we employ synthetic random data to provide a controlled
environment for testing and to highlight the fundamental prop-
erties of the algorithm under simplified statistical assumptions.
Second, we use realistic time-series data from the SMART-DS
Greensboro distribution system, which captures the temporal
variability of residential demand and solar PV generation in
an urban feeder. We evaluate performance using cumulative
regret, as defined in Section II-F.

A. Synthetic random data
We first demonstrate the performance of the covert load-

tripping algorithm on synthetic data.Figs. 1a and 1b show the
results of Alg. 1 on t = 1, . . . , T = 24 i.i.d. copies of the
following random vectors:

1) Generation: (gt)i ∼ N (µ, 1),
2) Demand: dt, where each entry is sampled from one of

the following Gaussian distributions:
• dtyp ∼ N ( 12µ, 1), representing a “typical” load,
• dvuln ∼ N

(
( 12 + ξ)µ, 1

)
with ξ ∼ Uniform(0, 1),

representing a “vulnerable” load with a larger mean
demand, making these nodes more attractive to the
attacker.

B. Realistic synthetic distribution data
We next evaluate the performance of the algorithm using

data from the SMART-DS Greensboro test case, which is a
realistic but not real synthetic distribution system. Specifically,
we use a lossless formulation for a modified IEEE 13-bus
test case [23] integrated with the open-source SMART-DS
Greensboro Area dataset [24], which is available at [25]. In
particular, our simulations use load and solar PV time-series
data selected from the urban_suburban feeder, and we se-
lect the solar high_batteries_none_timeseries
scenario, which represents a high-penetration solar deployment
without battery storage. This choice allows us to isolate the
effects of solar generation on feeder dynamics without the
confounding influence of local energy storage.

The time-series data in the SMART-DS dataset includes real
power consumption at 15-minute resolution. Load profiles are
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(a) Cumulative regret for tripping budgets k ∈ {5, 10, 15, 20}.
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tripped load and at,i = 0 a connected load.

Fig. 1: Performance of Alg. 1 on a synthetic dataset with n = 100 nodes, including 10 vulnerable nodes.
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(a) Cumulative regret over time for attack budgets k ∈ {1, 2, 4, 8}.
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(b) Selected load subsets (p.u.) over a 24-hour period for different
attack budgets k.

Fig. 2: Performance of Alg. 1 under realistic data, based on 13 nodes from the SMART-DS Greensboro feeder [25].

drawn from the NREL ResStock model for residential buildings.
PV generation data is derived from the National Solar Radiation
Database (NSRDB) and similarly interpolated to 15-minute
intervals. Each PV unit is associated with a time-series file
indicating power output scaled to its inverter capacity.

IV. RESULTS

We present results for the two cases detailed in Section III: (i)
randomized synthetic data, used to study the learning dynamics
of the UCB algorithm, and (ii) realistic data from the SMART-
DS Greensboro feeder, used to assess practical impacts on
distribution networks.

A. Randomized case

The randomized case provides a benchmark for under-
standing the algorithm’s core behavior before analyzing its
performance with realistic data.

The results on the synthetic data in Fig. 1a demonstrate the
typical logarithmic regret behaviors for UCB algorithms. As
the attack progresses over time, the cumulative regret increases
gradually, aligning with the theoretical guarantees of UCB. This
trend reflects the algorithm’s ability to effectively learn and
prioritize the most impactful load-tripping actions, improving
its performance as more observations are collected.

Fig. 1b visualizes the binary attack strategies executed by
Alg. 1 over a 24-hour period across n = 100 nodes, using
synthetic data. In the plot, tripped load (at,i = 1) are marked
using bright, saturated colors such as blue and yellow, while
connected load (at,i = 0) are shown using desaturated or
faded background colors such as pink or light gray. Each
row corresponds to a single node, and the density of colored

segments across time reflects how frequently that node is
targeted by the attack under varying tripping budgets k.

B. Realistic case
In the realistic case study, we observe that load PV

correlations strongly influence attack outcomes. Loads with
consumption patterns aligned to local PV generation contribute
disproportionately to reverse power flow, making them attractive
targets for the adversary.

Under baseline (non-attacked) conditions, the substation
behaves as a net importer of energy with an average power
imbalance of E[S] = −1.50 p.u. and variability of σ[S] =
3.426 p.u.. When Alg. 1 is applied, targeted disconnections of
residential loads generate a surplus of |S(kt)| = 5.0605 p.u.,
reversing the power flow and exceeding the transformer’s rated
capacity by about 1.2%.

Fig. 2a presents the cumulative regret over a 24-hour period
for various values of the attack budget k. Cumulative regret
quantifies the performance gap between the selected attack
policy (Alg. 1) and the best possible attack in hindsight. A
higher cumulative regret indicates that the attacker failed to
consistently identify the most damaging loads to trip, resulting
in suboptimal impact. As shown in the figure, smaller values
of k, such as k = 1 and k = 2, yield significantly higher regret
over time. This suggests that with limited tripping capacity,
the attacker has fewer opportunities to learn from past actions
and adapt effectively. In contrast, for larger attack budgets
like k = 8, the cumulative regret remains consistently low,
indicating that the algorithm is able to approximate the optimal
tripping strategy more effectively when more loads are allowed
to be compromised.



Fig. 2b shows total power flow over a 24-hour period, using
realistic demand and PV generation data from 13 nodes in the
SMART-DS Greensboro feeder. The attacker applies Alg. 1
to identify and trip k vulnerable loads at each time step. As
k increases, the total power flow deviates more significantly
from the baseline case (i.e., no tripping), particularly during
peak solar hours when PV generation is at its maximum. These
attacks force excess PV power to flow upstream, inducing
substantial reverse power flow.

V. CONCLUSION

We analyzed an online attack algorithm that exposes vul-
nerabilities in power distribution networks by strategically
disconnecting downstream loads, thereby inducing reverse
power flow and potentially overloading substation transformers.
Operating under uncertainty, the adversary employs a Gaussian
statistical model capturing the variability of solar PV gener-
ation and customer load demand. By leveraging the Upper
Confidence Bound (UCB) algorithm, the attacker identifies
an optimal subset of loads to disconnect at carefully selected
times, maximizing stress on the substation transformer with
minimal and targeted intervention.

Our findings demonstrate that this type of attack is both
plausible and effective. Even under conservative assumptions,
strategically timed, limited-scale load disconnections can trigger
transformer overloads, highlighting a significant vulnerability
in feeders with high DER penetration. Although our analysis
adopts an adversarial perspective, the insights gained can
directly inform the development of proactive detection methods
and mitigation strategies, underscoring the critical need for
enhanced situational awareness and resilience planning in DER-
integrated grids.

Future work will extend this framework by integrating
models of the power flow equations and empirical variance
estimates, thereby providing a more detailed assessment of
voltage violations and potential cascading effects under attack
scenarios. In addition, we will focus on developing real-time
detection algorithms capable of identifying anomalous shifts
in power flows and load patterns consistent with adversarial
activities, even with limited observability and uncertainty in
DER outputs. To support broader applicability, future work
will also address the scalability of the proposed approach to
accommodate larger distribution networks.
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