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Targeted Power System Frequency Attack via the
Selection of Maliciously Controlled Inverters

Xiangyu Zou, Betelihem Ashebo, and Daniel K. Molzahn

Abstract—This paper studies how an adversary can execute a
power system frequency attack by choosing the most effective
subset of inverter-based resources (IBRs) as malicious control
nodes. During the attack, the adversary controls the attacking
devices to destabilize a group of designated target generators. The
attack is designed by introducing an unstable oscillatory mode
whose eigenvector has large components at the target generators
and small components at the compromised IBRs. We formalize
the optimal attacker selection problem and present an equivalent
mixed-integer quadratically constrained program (MIQCP). To
address this combinatorial nonconvex problem, we develop two
heuristic algorithms by introducing a ranking metric. The attack
process is demonstrated on a modified WSCC 179-bus system,
with results verified through nonlinear dynamic simulations. We
show that the proposed heuristics find optimal attacking sets in
a majority of evaluated scenarios while significantly reducing the
required computational time. Scenarios from the ACTIVSg500
system are used to further support our results. Finally, we discuss
how selecting different eigenvalues, targets, and numbers of
compromised devices impact the attack’s severity.

Index Terms—Cyber-physical security, inverter-based resources,
stability, malicious control, mixed-integer programming.

I. INTRODUCTION

THE power grid is undergoing a major transformation with
the widespread integration of inverter-based resources

(IBRs), including solar photovoltaic (PV), wind generators,
and energy storage systems. Renewable sources accounted for
92.5% of new global power generation capacity in 2024, up
from 85.8% in 2023 [1], with solar PV and wind accounting for
96.6% of renewable additions [2]. This expansion is expected
to continue, and is projected to account for approximately 95%
of global renewable capacity additions through 2030 [3]. IBRs
interface with the grid through power electronics governed by
digital control systems. This shift fundamentally alters power
system dynamics by replacing the electromechanical response
of synchronous generators with the control-determined behavior
of converter-interfaced devices.

IBRs introduce distinct cybersecurity vulnerabilities, as
their reliance on digital controllers, communication interfaces,
and configurable software settings significantly expands the
attack surface [4], [5]. Adversaries with device-level access
could manipulate measurements, control logic, or setpoints,
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potentially causing frequency instability, voltage violations, or
thermal overloading [6], [7].

A coordinated cyberattack involving multiple compromised
IBRs would provide an adversary with a wider range of control
actions than a single-device breach. However, compromising ad-
ditional devices requires additional time, access, and resources.
An attacker must therefore determine which IBRs will have the
greatest grid impact when compromised and allocate resources
accordingly. This work characterizes such worst-case attacks
by identifying the devices most capable of destabilizing the
system. Identifying these high-impact resources is important
for assessing the potential consequences of coordinated attacks
and prioritizing the deployment of cybersecurity protections.

Previous research has shown that coordinated malicious con-
trol can excite unstable modes that target selected generators [8],
[9]. However, these studies assume that the set of compromised
devices is fixed and known a priori. Allowing the adversary
to select the compromised IBRs adds an additional degree of
freedom. The effectiveness of an attack may therefore depend
not only on how the compromised resources are controlled,
but also which devices are under malicious control.

Accordingly, this paper introduces the problem of selecting a
subset of IBRs that an adversary would prioritize to maximize
the destabilizing effect on a designated set of target synchronous
generators. We analyze this device-selection problem using
a small-signal stability framework, which characterizes local
system dynamics by linearizing the governing equations around
an operating point [10], [11]. The attack is designed using an
eigenvalue and eigenvector placement approach and cast into
a combinatorial optimization problem.

Next, we review the literature on DER cybersecurity, small-
signal analysis, malicious control, and control node selection.

A. Related work

The dependence of IBRs on digital controllers, communi-
cation links, and configurable software settings makes their
control systems vulnerable to remote compromise. Surveys
of the IBR attack surface describe how communication and
firmware vulnerabilities may allow unauthorized changes to
control parameters, setpoints, and reference signals [6], [7].
Specific inverter control functions have also been examined.
Malicious alteration of an inverter’s volt-var control curve can
degrade system stability and performance [12]. Similarly, ma-
nipulation of the phase-locked loops of grid-following inverters
can force them into off-nominal frequency operation and disturb
the surrounding system [13]. Reliability authorities have also
identified IBR control and protection settings as contributors
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to large-scale disturbances, underscoring the consequences of
incorrect or unauthorized changes to these settings [14]. These
studies show that unauthorized modification of inverter control
functions is technically plausible.

The dynamic behavior exploited by these attacks can
be studied through small-signal stability analysis. In this
framework, the nonlinear equations governing system dynamics
are linearized around a steady-state operating point, and the
eigenvalues of the resulting system matrix determine the
stability and damping of its oscillatory modes [10], [11]. With
increasing IBR penetration, small-signal models have been
extended to represent fast converter control loops [15]. IBRs
commonly operate under active and reactive power droop
control, which relates frequency and voltage deviations to
changes in power output [16]. The associated droop gains and
time constants influence system eigenvalues and may alter
modal damping and coupling among IBRs [17].

Stability analysis is generally used to identify or mitigate
unstable behavior. In contrast, malicious control seeks to modify
the same modal structure to create instability. This idea was
introduced in [8], [18], where a group of generators applies
feedback control to excite an unstable mode in which designated
target generators have the largest participation. The targets are
driven toward their protection limits while the attacking units
remain connected. Later studies considered similar attacks using
demand-side loads under proportional control [19], aggregated
loads providing emulated inertia [20], and active loads in
islanded microgrids [9]. The system and generator information
needed to construct such attacks may be obtained through
insider access or information leakage. Reference [20] also
showed that the attack can remain effective under uncertainty
in generator parameters and network topology. The work in [21]
optimizes load perturbations to move selected eigenvalues into
the right-half plane, showing that deliberate destabilization can
be treated as a control-design problem.

The studies discussed above assume that the compromised
devices are fixed in advance, that is, the attacker is assumed
to already control a particular generator, load, or inverter. In
contrast, the problem considered here allows the adversary to
choose which IBRs to compromise. This additional decision
creates a combinatorial device-selection problem that has not
been addressed in the existing malicious-control literature.

The problem is structurally related to input and actuator
selection in systems control. Input/output selection determines
where the inputs and outputs of a system should be placed to
achieve goals of controllability and disturbance rejection [22].
Actuator-placement methods similarly select a limited set of
control inputs, often through mixed-integer optimization, to
achieve controllability while minimizing control effort [23].
Such selection problems are computationally difficult in
general [24], and has motivated the use of controllability
metrics and submodular greedy methods for tractable actuator
selection [25].

These formulations, however, are designed to improve the
ability to steer the system over a broad range of states.
The adversary considered in this paper has a more specific
objective and does not require full controllability. The goal
is to introduce a single unstable mode with large modal

participation at the designated target generators and limited
participation at the compromised IBRs. Reference [26] provides
a related formulation in which load perturbations are selected
to destabilize the system through eigenvalue placement. The
present problem differs by directly optimizing the relative
modal participation of the target and attacking resources so
that the induced instability primarily affects the intended
targets while the compromised IBRs remain connected and thus
capable of initiating further attacks or benefiting economically.
To the best of our knowledge, this objective has not previously
been posed as a device-selection problem. Section III formulates
it through the direct design of the closed-loop eigenstructure.

B. Proposed Framework and Contributions

This paper extends previous research on malicious control
in power systems [8], [9], [18] by formalizing the optimal
cyber-physical attacker selection problem. We identify the
set of devices that, when acting maliciously, has the greatest
destabilizing effect on a predefined set of target generators.
Several algorithms are proposed to solve the combinatorial
problem, including exhaustive search, a mixed-integer opti-
mization framework, and two ranking-based heuristics. We
show that the problem greatly simplifies for certain scenarios,
such as when targeting a single generator. We also demonstrate
how the frequency the attack operates on, represented by a
prescribed eigenvalue, impacts the attack’s effectiveness.

We illustrate our methods via case studies using the Western
Systems Coordination Council (WSCC) 179-bus and the
ACTIVSg500 test cases [27], showing through nonlinear
dynamical simulations that the compromised devices inflict
unstable oscillations in the target generators.

In summary, the contributions of this work are as follows:

1) A formal optimization-based representation of the optimal
attacker selection problem for inverter-based resources,
where the objective is to identify a subset of devices
that produces the largest destabilizing effect on specified
target generators.

2) A mixed-integer quadratically-constrained program
(MIQCP) reformulation that can be solved by state-of-
the-art solvers such as Gurobi [28].

3) Two ranking-based heuristics to circumvent the combi-
natorial complexity of the optimization problem, with
numerical results to support their effectiveness.

4) Intuition into how the selection of the attack’s frequency
influences the problem as well as how certain special
cases lead to simplifications in the problem’s structure.

This paper is organized as follows. Section II introduces the
dynamical network model and its linearization. Section III
formalizes attacker selection as a nonlinear optimization
problem and presents an equivalent mixed-integer quadratically
constrained program (MIQCP) form. Section IV develops
a heuristic search algorithm as a computationally lighter
alternative. Section V demonstrates the performance of the
algorithms using an example of a successful attack. Section VI
concludes the discussion with avenues for future research.
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II. DYNAMIC MODEL

Section II-A presents the nonlinear model of coupled
generator and IBR dynamics. Section II-B linearizes this model
around a power flow solution to enable eigenvalue analysis
tools used later in the paper.

A. Dynamic System Model

In a power system with b buses, g synchronous generators
and h inverter-based resources, the system’s response to
perturbations is governed by the devices’ dynamic behaviors,
which are coupled by the network’s power flow equations.

We adopt the one-axis (flux-decay) synchronous machine
model from [29]:

δ̇i = ωi −ωs, (1a)

ω̇i =
ωs

2Hi
(TM,i +∆TM,i −E ′

q,iIq,i

− (xq,i − x′d,i)Id,iIq,i −Di(ωi −ωs)), (1b)

Ė ′
q,i =

1
T ′

do,i
(−E ′

q,i − (xd,i − x′d,i)Id,i +EFd,i), (1c)

for all i ∈ {1, . . . ,g}. The machines have reactance parame-
ters xd , x′d , and xq, generator inertia and damping parame-
ters H and D, d-q frame current variables Id and Iq, internal
voltage E ′

q,i, and field voltage EFd . In (1a), the rotor angle δ

varies when the frequency ω deviates from its nominal value ωs.
Equation (1b) models the variation in frequency when the
mechanical torque TM and electrical torque represented by
the Iq terms are not balanced. Finally, (1c) defines the dynamics
of the internal voltage E ′

q.
Each generator is equipped with an exciter that regulates the

terminal voltage Vi by adjusting the field voltage EFd in (1c),
with equations

ĖFd,i =− 1
TE,i

(KE,i +SE,i(EFd,i))EFd,i +
VR,i

TE,i
, (2a)

ṘF,i =− 1
TF,i

RF,i +
KF,i

T 2
F,i

EFd,i, (2b)

V̇R,i =−
VR,i

TA,i
+

KA,i

TA,i
RF,i −

KA,iKF,i

TA,iTF,i
EFd,i +

KA,i

TA,i
(Vre f ,i −Vi),

(2c)

for all i ∈ {1, . . . ,g}. The stabilizer signal RF and voltage
regulator output VR are defined by (2b) and (2c), respectively.
These adjust the field voltage in the exciter equation (2a). The
constants KA,KE ,KF and TA,TE ,TF correspond to control gains
and time delays, respectively. The function SE(·) models exciter
saturation, and Vre f is the generator’s voltage reference.

Finally, the governor and steam-turbine models that control
the mechanical torque ∆TM in (1b) are described by

∆ṪM,i =
1

TCH,i
(−∆TM,i +∆PSV,i), (3a)

∆ṖSV,i =
1

TSV,i

(
−∆PSV,i −

1
RD,iωs

(ωi −ωs)

)
, (3b)

for all i ∈ {1, . . . ,g}. Equation (3b) controls the steam valve
signal ∆PSV , which is an input to the first-order turbine model

in (3a). The quantities TCH and TSV are time constants, and
RD is the inverse droop constant.

The system’s IBRs use P- f droop control, where each device
adjusts its active power output when the frequency of the grid
deviates from its nominal value:

δ̇H,i = ∆ωH,i, (4a)

∆ω̇H,i =
1

Tp f
(−∆ωH,i −mp,iωsγH,i(PH,i −Pre f ,i)), (4b)

for i∈{1, . . . ,h}. The droop law (4b) controls the IBR’s internal
angle δH which indirectly controls its power injection. The IBR
has a time constant Tp f and droop constant mp. The quantity
γH is a unit conversion factor.

In total, there are 8g+2h state variables. Furthermore, the
generator currents Id,i and Iq,i as well as voltage magnitudes Vi
and phase angles θi of all buses form 2g+2b algebraic variables
that couple the ODEs. The stator algebraic equations

Vi sin(δi −θi)− xq,iIq,i = 0,
E ′

q,i −Vi cos(δi −θi)− x′d,iId,i = 0, (5)

and nodal power balance equations

Pnet,i −
b

∑
k=1

ViVkYik cos(θi −θk −αik) = 0,

Qnet,i −
b

∑
k=1

ViVkYik sin(θi −θk −αik) = 0, (6)

for all i∈ {1, . . . ,b}, together form the algebraic equations. The
(i,k)-element in the nodal admittance matrix has magnitude
Yik and angle αik. The net active and reactive power injections
Pnet,i and Qnet,i depend on which devices reside at the bus. The
power injections from synchronous generators are defined by

PG,i = Id,iVG(i) sin(δi −θG(i))+ Iq,iVG(i) cos(δi −θG(i)),

QG,i = Id,iVG(i) cos(δi −θG(i))− Iq,iVG(i) sin(δi −θG(i)),

and the power injections from IBRs are defined by

PH,i =
EiVH(i)

xl,i
sin(δH,i −θH(i)),

QH,i =
V 2

H(i)−EiVH(i) cos(δH −θH(i))

xl,i
.

where the indexing subscripts G(i) and H(i) denote the bus
number of the i-th synchronous generator and IBR, respectively,
and Ei is the internal voltage of the i-th IBR. Active and reactive
demand are treated as constant power loads.

Together, the ODEs (1)–(4) and algebraic equations (5), (6)
form the system of differential-algebraic equations (DAE) that
describes the nonlinear power system dynamics.

B. Linearized System Model

Linearizing the DAE model (1)–(6) around a power flow
solution yields a local approximation of the system dynamics.
First, the initial values of all dynamic and algebraic variables
of the DAE are found. Then, new variables are defined to
represent the deviation from the initial steady-state operating
point. Let x ∈ R8g+2h and y ∈ R2g+2b represent the changes
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in state and algebraic variables from their equilibrium values,
respectively. By computing a first-order approximation of the
dynamical equations, a linear system of the form[

ẋ
0

]
=

[
A11 A12
A21 A22

][
x
y

]
is obtained, where the block matrices A11,A12 and A21,A22
contain coefficients of the linearized differential equations (1)–
(4) and algebraic equations (5) and (6). The algebraic variables
can be eliminated by Kron reduction (Schur complement) [10]
to produce the linear system

ẋ = Ax

where
A = A11 −A12A−1

22 A21

is the size n= 8g+2h square matrix that describes the system’s
dynamics around the power flow solution.

The stability of the linearized system to small disturbances is
determined by the eigenvalues of A. We focus on initially stable
systems, i.e., all eigenvalues of A have negative real-parts. The
goal of the adversary is to destabilize the system by selecting
which devices to compromise and devising a malicious control
strategy. The next section formalizes this goal more precisely
and develops an optimization program for this process.

III. OPTIMIZATION FORMULATION

Section III-A first describes an overview of the threat
model, including the type and capability of the attack and
other assumptions. Section III-B then develops an optimization
program to represent the attack selection and malicious control
formulation process. Despite the nonconvex and combinatorial
nature of the problem, Section III-C next shows an equivalent
MIQCP form that is conducive to solvers such as Gurobi [28].

A. Malicious Control Threat Model

We focus on attacks where the malicious actor gains
control over several IBRs, referred to as attackers, with the
goal of destabilizing a predetermined group of synchronous
generators, referred to as targets. Since compromising each
IBR requires time and resources, the adversary seeks to identify
a subset of devices that can execute an attack most effectively.
This motivates our limited-effort attack model, in which the
adversary cannot compromise all IBRs and instead must select
m < h devices to gain control over. During an attack, the
adversary manipulates the active power reference (Pre f ,i in (4))
of the m chosen devices. This introduces an external control
signal u for each device that is represented by

ẋ = Ax+Bu, (7)

where the columns of B ∈ {0,1}n×m are standard basis vectors
corresponding to the ∆ωH,i states of the compromised devices
and u ∈Rm is the malicious reference signal that the adversary
injects. The decision of which devices to compromise is
represented by the matrix B, and the formulated attack is
represented by the signal u. We consider a state-feedback law
of the form

u =−Kx,

where the gain matrix K ∈ Rm×n defines the control law.
Although this assumes that the malicious actor has perfect
state information during the attack, [20] has shown that attacks
under this formulation can be extended to only requiring local
data using linear state observers [30]. We refer the reader
to [20] for more details, and focus on state-feedback design
for the remainder of this paper.

The attack model adopts the following assumptions:
1) The linearized system analysis is valid until a machine

is disconnected. Modeling the ensuing dynamics would
require re-linearization around another steady state point.

2) Feedback control does not saturate the power capability
of any attacking IBRs.

3) The unstable eigenvalue λ̃ , introduced in Section III-B,
is chosen separately from the attacking IBRs.

B. Attacker Selection Problem

With the state feedback controller, the closed-loop system is
given by A−BK. Any closed-loop eigenvalue and eigenvector
pair (λi,vi) satisfies

(A−BK)vi = λivi,

or equivalently, by defining wi = Kvi,

(A−λiI)vi +Bwi = 0. (8)

To execute a successful attack, an unstable eigenvalue λ̃ ∈C
is placed such that the target states have large components in
the eigenvector ṽ∈Cn relative to the states of the compromised
IBRs. This type of attack was introduced in [8], [18], and results
in a greater amplitude in the targets’ unstable behavior, causing
them to be disconnected by protection devices while the com-
promised IBRs remain connected. This idea uses eigenvector
assignment to shape the system’s transient behavior [31].

For any selected pair (λ̃ , ṽ) that satisfies (8), a corresponding
gain matrix can be found. For a matrix V whose columns are
n independent eigenvectors V =

[
v1 . . . vn

]
, if we compute

the matrix W =
[
w1 . . . wn

]
such that (8) is satisfied for

all i ∈ {1, . . . ,n}, then the gain matrix can be found as K =
WV−1 [32].

Let the set T contain the indices of the ω states of the
target generators. The goal of the attacker is to maximize the
objective function z defined by the ratio

z =
∑i∈T vH

i vi
vHBB⊤v

,

where the notation vH represents the conjugate transpose of v.
The numerator represents the participation of the target states
in the unstable mode, and the denominator represents the
participation of the attacker (controlled) states. A large ratio
indicates that the target states have a greater amplitude in
the unstable mode than the attacker and will experience more
severe oscillations. In other words, maximizing z maximizes the
unstable participation of the target states relative to the attacker
states. In this “successful attack” scenario, the target devices
will be tripped offline while the attacking devices remain
online and may execute subsequent attacks. In subsequent
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formations, we show the equivalent minimization of the inverse
objective z−1 to put the binary variable B in the numerator.

The eigenvalue λ̃ determines the amplitude and frequency of
the unstable oscillations generated by the attack and influences
which targets are susceptible. Here, we assume that the complex
eigenvalue λ̃ is a pre-selected constant parameter in the
problem. The selection of λ̃ is discussed further in Section V-D.

For any fixed λ̃ , the corresponding eigenvector ṽ cannot be
arbitrarily set and must satisfy (8). Thus, the optimal attacker
selection problem is given by

min
v,w,Bibr

z−1 =
vHBB⊤v

∑i∈T vH
i vi

(9a)

s.t. (A− λ̃ I)v+Bw = 0, (9b)

B⊤1n = 1m, (9c)

B =

[
0(n−h)×m

Bibr

]
, Bibr ∈ {0,1}h×m, (9d)

v ∈ Cn, w ∈ Cm, (9e)

where 1n is the n-dimensional vector of ones. Equations (9c)
and (9d) define the structure of the matrix B, whose m columns
are constrained to the standard basis vectors of the final h states.
In previous works, the matrix B is assumed to be known, i.e.,
the attacking devices are specified rather than being a decision
variable. References [8] and [9] have shown that for any fixed
B, (9) resolves to a generalized eigenvalue problem with a
closed-form solution. We will notate this solution as

z∗ = f (B), (10)

where the function f returns the inverse of the optimal
objective of the minimization problem described by (9) with
a fixed B matrix. When B is a decision variable, as in the
attacker selection problem we propose in this paper, the cross-
terms between binary variables in B and complex continuous
variables v significantly increase the problem’s complexity.

The first candidate solution approach is to iterate through
all possible combinations of m devices, computing the optimal
objective for each using (10), and selecting the best performing
set. However, this brute-force search scales poorly when h and
m are large, as there are

(h
m

)
total combinations.

C. MIQCP Attacker Selection

The optimization problem (9) is nonlinear with a rational
objective and cross-terms in the equality constraint (9b). These
complexities render it prohibitive for even state-of-the-art
mixed-integer solvers. However, we can reformulate (9) into
an equivalent MIQCP which solvers such as Gurobi allow.

Instead of treating the matrix B as a decision variable, let
x ∈ {0,1}n represent which states are compromised, where
xi indicates whether the i-th state is maliciously controlled.
The number of attacking devices must equal m, and only the
frequency states of the IBRs can be selected. Thus, we have

1⊤n x = m, (11)

x =
[
0⊤n−h x⊤ibr

]⊤
. (12)

An interpretation of constraint (9b) is that the matrix-vector
product (A− λ̃ I)v lies in the subspace spanned by the columns

of B. Since B is only comprised of standard basis vectors
corresponding to the attacker states, the subspace constraint
can be written as the equivalent relation

(I−X)(A− λ̃ I)v = 0, (13)

with the notation X = diag(x), which states that all unselected
entries of (A− λ̃ I)v must be zero. The objective function
is scale-invariant in v, and the denominator can be removed
by fixing its magnitude to 1. Furthermore, the matrix B can
be replaced by observing that BB⊤ = X. This intermediate
reformulation with the new variable x is expressed as

min
v,xibr

vHXv

s.t. ∑
i∈T

vH
i vi = 1,

(I−X)(A− λ̃ I)v = 0,

1⊤n x = m, x =
[
0⊤n−h x⊤ibr

]⊤
,

xibr ∈ {0,1}h, v ∈ Cn. (14)

Each component of the eigenvector contributes to the new
objective function its squared magnitude if the component
corresponds to a compromised state, and zero otherwise. This
relation can instead be written as a logical constraint. By
introducing ci = xiv

H
i vi, the objective becomes ∑

n
i ci, and the

constraints

ci ≥ 0, ci ≥ vH
i vi −M(1− xi),

are added for all i ∈ {1, . . . ,n}, where M is a large (big-M)
constant. The binary-continuous products are thus replaced
by a linear objective and mixed-integer convex inequalities.
Similarly, the subspace constraints (13) can be rewritten as
linear big-M constraints as

−M(1− x)≤ (A− λ̃ I)v ≤ M(1− x). (15)

With this, the problem in (14) is transformed into the MIQCP

min
v,xibr,c

n

∑
i=1

ci (16a)

s.t. ∑
i∈T

vH
i vi = 1, (16b)

−M(1− x)≤ (A− λ̃ I)v ≤ M(1− x), (16c)

1⊤n x = m, x =
[
0⊤n−h x⊤ibr

]⊤
, (16d)

ci ≥ vH
i vi −M(1− xi), (16e)

ci ≥ 0, ∀i ∈ {1, . . . ,n} (16f)

xibr ∈ {0,1}h, v ∈ Cn, c ∈ Rn, (16g)

with the normalization condition (16b) remaining the sole
nonconvex constraint. When only one machine is designated
as the target, (16b) is resolved and the problem is simplified to
a mixed-integer convex program. We elaborate on this special
but nontrivial case and provide a discussion of target selection
in Section V-D.

The values of the big-M constants must be set somewhat ar-
bitrarily, as the values of v are otherwise unbounded. However,
the normalization constraint on the target states of v informs
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reasonable values of M, since the attackers would like those
states to have the largest magnitudes in the vector.

For some systems, the problem in (16) can be directly solved
by state-of-the-art solvers such as Gurobi [28]. However, for
larger systems with many candidate compromisable IBRs, both
the combinatorial optimization problem (16) and brute-force
searching may not be computationally practical. In the next
section, we present a heuristic selection approach based on the
special case of selecting a single attacker.

IV. ATTACK CAPABILITY RANKING HEURISTIC

This section discusses a special case in which only one
attacking device is selected from the system’s h IBRs, that
is, the attack budget m = 1. Section IV-A shows how the
attack selection problem in this special case simplifies to
comparing the ratios of matrix diagonal terms. Building on this,
Section IV-B develops a heuristic algorithm for the general
problem based on the attacking capability of each IBR when
working independently.

A. Single Attacker Scenario

In the initial formulation (9) when m = 1, the input matrix
B is an n-dimensional vector that we will notate as b ∈ {0,1}n,
and w is a complex scalar. Thus, (9) reduces to

min
v,w,bibr

z−1 =
vHbb⊤v

∑i∈T vH
i vi

(17a)

s.t. (A− λ̃ I)v+bw = 0, (17b)

b⊤1n = 1, (17c)

b =
[
0⊤(n−h) b⊤

ibr

]⊤
, bibr ∈ {0,1}h, (17d)

v ∈ Cn, w ∈ C. (17e)

For simplicity of notation, let Â = (A− λ̃ I)−1, and define
the matrix C = [êi]i∈T that selects the target states of v.
The denominator in (17a) can be rewritten as vHCC⊤v. By
substituting v in the objective using (17b), both v and w can
be eliminated from the problem, leaving only binary variables.
Furthermore, constraints (17c) and (17d) restrict b to a subset
of standard basis vectors. The problem thus simplifies to

min
b

(b⊤ÂHb)(b⊤Âb)
b⊤ÂHCC⊤Âb

(18a)

s.t. b ∈ {ên−h+1, . . . , ên}. (18b)

The product ê⊤i Xêi extracts the i-th diagonal value of X. Thus,
the optimal ratio z∗ and reciprocal of the solution to (18) is
given by the unconstrained maximization problem

z∗ = max
i∈{n−h+1,...,n}

(ÂHCC⊤Â)ii

ÂH
ii Âii

, (19)

which can be solved efficiently by comparing h ratios of matrix
diagonal terms. The ratio zi =

(ÂH CC⊤Â)ii
ÂH

ii Âii
is a metric of how

effectively IBR i can carry out a malicious attack alone.

B. The Row-Search Heuristic

We return to the general case of multiple compromised
devices. Extending the single-attacker case, one natural strategy
may be to control the m attackers that perform best individually.
We term this the ”single best” heuristic, with an attacking set
C1 that contains the indices of the m best devices as

C1 = {i : zi ∈ maxm(z1, . . . ,zh)}. (20)

The corresponding input matrix is formulated as B = [êi]i∈C1 .
In practice, this heuristic may perform sub-optimally, as

the most effective IBRs at attacking alone may not be the
optimal choices when attacking as a group. The interactions
between the attacking devices are not captured by (19), which,
when considering multiple attackers, includes expressions of
the off-diagonal terms of the matrices. Alternatively, C1 can
be used as an initial candidate set to be refined using a partial
search, as shown in Algorithm 1.

Algorithm 1 Row Search Heuristic

1: Given: A, unstable eigenvalue λ̃ , and target matrix C
2: Compute Â = (A− λ̃ I)−1

3: Initialize Calg = C1 from (20), and formulate B
4: Initialize zbest = f (B)
5: swapped = TRUE
6: while swapped = TRUE do
7: swapped = FALSE
8: for j ∈ Calg do
9: for k = {n−h+1, . . . ,n}\Calg do

10: C = k∪ (Calg \ j)
11: Solve (10) for z∗ using B = [êi]i∈C

12: if z∗ > zbest then
13: Set Cbest = C , zbest = z∗

14: swapped = TRUE
15: end if
16: end for
17: end for
18: Calg = Cbest, zalg = zbest
19: end while
20: Output the refined set Calg and objective value zalg

Algorithm 1 begins with the set of IBRs obtained from (20),
with an initial objective value of f (B). The algorithm then
considers swapping out any member of the current set with an
unselected device. If any swap improves the objective value,
the device is marked as a candidate. After all swaps have
been considered, the best swap is executed, and the algorithm
continues until no new swaps occur.

The algorithm is guaranteed to converge, as the objective
value monotonically increases with each iteration. When h
and m are large, Algorithm 1 provides an efficient alternative
to brute-force searching and the MIQCP (16). The search
process evaluates a much smaller subset of combinations than
the exhaustive brute-force approach. While the heuristic is
not guaranteed to give an optimal attacking set, Section V
empirically shows that the algorithm performs exceptionally
well while significantly reducing the computational burden.
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V. CASE STUDY

This section demonstrates the entire attacker selection and
attack formulation process and illustrates its effect via nonlinear
dynamical simulations. The main case study is conducted on the
WSCC 179-bus system, with additional supporting results from
the ACTIVSg500 system. We show that the heuristic algorithms
produce near-optimal attacking sets for a variety of scenarios
while dramatically reducing the required computational time.
Finally, we discuss how the selection of targets and unstable
eigenvalue affect the attack’s potency.

A. Test Systems

The primary case study uses a modified version of the WSCC
179-bus system shown in Figure 1. In addition to the original
29 synchronous generators, 16 IBRs are introduced at various
buses in the system with the circuit model described in [33].
The dynamic parameters of the generators are based on those
of [20], and the IBR droop coefficients and time constants
are selected within reasonable ranges [33]. The parameters
of all network components and the initial operating point are
provided in [27].
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Fig. 1. Modified WSCC 179-bus System. Blue: target generators, red:
compromised IBRs in the example attack.

The system is linearized around a stable operating point to
obtain the state matrix A ∈R264×264. States 30-58 and 249-264
represent the frequency variables of the synchronous generators
and IBRs, respectively. The matrix has 86 real eigenvalues and
89 complex eigenvalue pairs. The oscillatory modes between
the generators range from 2.5 to 9.4 rad/s (0.4 to 1.5 Hz).

We also utilize ACTIVSg500, a 500-bus synthetic system of
South Carolina. The system contains 60 synchronous generators
and is modified to include 30 vulnerable IBRs. We adopt the
dynamic model (1)–(6) and set dynamic parameters to values
within their typical ranges as provided in [27].

B. Example Attack

We illustrate the attack formulation process from start to
finish on the WSCC 179-bus system. The target states are

TABLE I
CLOSED-LOOP EIGENVECTOR COMPONENTS OF SELECT STATES

State v |v|
57 (t1) −0.3742− j0.0671 0.380
58 (t2) −0.5679− j0.1093 0.578

262 (a1) 0.0408− j0.1715 0.176
263 (a2) 0.0221− j0.1479 0.150
264 (a3) 0.0302− j0.1448 0.148

z∗ = ∑i∈T |vi|2 ÷∑ j∈C |v j|2 = 6.357

time [s]
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fr
eq
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Fig. 2. DAE simulation of the WSCC 179-bus system with optimally selected
attackers. Blue: target frequency states. Red: attacker frequency states.

selected as T = {57,58} and the unstable eigenvalue is chosen
as λ̃ = 0.2+ j5.12. We devise an attack in which m = 3 IBRs
can be compromised.

By solving the MIQCP in (16), the best attacking set is
found as C = {262,263,264}. The target and attacker devices
are shown in green and blue in Figure 1, respectively. The
optimal objective of z∗ = 6.357 indicates that the aggregated
participation of the target machines is z∗ times greater than that
of the attacking devices. This can also be seen in the optimal
eigenvector, the target and attacker components of which are
shown in Table I.

The state feedback matrix K∈R3×264 is derived by replacing
an existing mode with the unstable mode (λ̃ , ṽ). To verify that
the system is destabilized by the attack, the nonlinear DAE
described by (1)–(6) in Section II is simulated with malicious
feedback control at the chosen IBRs. The system is subjected
to a temporary 2-second line outage, and the attack begins
when the line is restored. Figure 2 shows the frequency states
of the target synchronous generators (blue) and the attacking
IBRs (red). The simulation ends when the rate of change of
a target generator’s frequency (ROCOF) exceeds 2 Hz/s, the
threshold adopted by [20] at which protective devices will
disconnect a synchronous generator. This value is supported
by [34], which found that synchronous generators generally
cannot maintain stability with a ROCOF greater than 2 Hz/s.

As expected, the electrical frequency states of both the attack-
ing devices and target generators exhibit growing oscillations
at a frequency around Im(λ̃ ) = 5.12 rad/s. The amplitude of
the targets’ swings is much greater than that of the attackers.
The ratio of summed squared amplitudes matches the value
predicted by the optimal objective function z∗ = 6.357. The
attack results in the disconnection of generator 29, which
will subject the network to further dynamic transients. The
linearized system may not accurately represent the system’s
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Fig. 3. Histogram of the performance of all 3-member attacking sets. The
optimal set with z∗ = 6.357 performs much better than all others.

dynamics following the removal of a generator, which alters
the original nonlinear system. How the system evolves and
how a continued attack may ensue thereafter is a subject of
future work.

To illustrate the importance of optimally selecting the
attacking devices, the greatest attainable objective value for
each set of m= 3 attackers is plotted in a histogram in Figure 3.

As this figure shows, the optimal set, whose attack is
illustrated in Figure 2, out-performs all other three-device
combinations by a wide margin. A majority of attacking
groups can only achieve a ratio less than 1, which indicates
that affecting the target synchronous generators requires these
groups to inflict a more severe instability onto themselves,
rendering such attacks ineffective. Thus, these results highlight
that not all groups of compromised IBRs can execute a
successful attack for a set of designated targets. The choice
of which IBRs to compromise directly determines the level of
threat an adversary may pose to the system.

C. Evaluation of Attacker Selection Heuristics

Three metrics are used to evaluate the effectiveness of the
heuristic algorithms:

1) Does the heuristic identify the optimal control set?
2) How well does the heuristic attacking set perform

compared to the optimal one?
3) Does the heuristic reduce the computational time of the

problem?
To show the effectiveness of the heuristic selection algo-

rithms from Section IV, we solve the problem for every
combination of two and three synchronous generators as targets
for the WSCC 179-bus system, and two synchronous generators
as targets for the ACTIVSg500 system. In each case, a suitable
eigenvalue λ̃ is first selected, and the optimization problem (16)
and Algorithm 1 are used to find the best group of m = 3 IBRs
as attackers. The aggregated results are shown in Table II,
along with the brute force approach, which searches through
all possible solutions.

As Table II shows, the single best heuristic is able to identify
the optimal attacking set in a majority of the scenarios. On
average, its solutions perform well compared to the optimal
solution, even when it does not find the optimal set. The row
search heuristic improves upon this, obtaining the optimal set in

TABLE II
PERFORMANCE METRICS OF HEURISTIC ALGORITHMSAlgorithm Find optimal set z∗/z∗optimal Avg. time (s)

WSCC-179: 2 targets (406 scenarios)
Brute search 100% 100% 0.0120

Single best (20) 87.44% 99.59% 0.0073
Row-search (Alg. 1) 99.75% ∼ 100% 0.0092
MIQCP (Eq. (16)) 100% 100% 23.044

WSCC-179: 3 targets (3654 scenarios)
Brute search 100% 100% 0.0141

Single best (20) 82.40% 99.43% 0.0090
Row-search (Alg. 1) 99.78% ∼ 100% 0.0099
MIQCP (Eq. (16)) 100% 100% 43.962

ACTIVSg500: 2 targets (1770 scenarios)
Brute search 100% 100% 0.0637

Single best (20) 98.98% 99.99% 0.0401
Row-search (Alg. 1) 100% 100% 0.0415

MIQCP (16) 100% 100% 112.526

almost every single scenario at a small additional computational
cost. Both heuristics reduce the computational time compared
to the optimal methods, a reduction that becomes greater for
larger values of m. Figure 4 shows this trend, comparing the
average computational times of 50 2-target scenarios from the
ACTIVSg500 system.
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Brute search

Single best

Row search

MIQCP

Fig. 4. A 10-minute limit was enforced for the MIQCP, with unfilled markers
indicating time limit was reached. The optimal methods scale poorly while
the heuristics use around the same amount of time.

For greater values of m, the brute search method slows down
significantly, having to check more combinations. In contrast,
the heuristic algorithms require about the same amount of
time to complete as they consider only a small subset of
combinations. Furthermore, the heuristics continue to identify
near-optimal solutions akin to the results in Table II, showing
the effectiveness of the proposed heuristics.

The MIQCP approach solves the problem optimally, but
is much slower than even brute search. This may be caused
by the higher dimensionality of the formulation. The brute
force method solves (10) for all permissible values of the
input matrix B. However, the generalized eigenvalue problem
described by (10) is m-dimensional. In contrast, the MIQCP in
(16) contains n-dimensional variables and cannot be simplified
to a lower dimension. Thus, when n ≫ m, the MIQCP is
outperformed by brute search. However, we present the MIQCP
as a basis for future work which is elaborated upon in
Section VI.
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Fig. 5. Optimal objective function for the case study in V-B with various
values of the placed eigenvalue’s imaginary part Im(λ̃ ).

D. Target and Eigenvalue Selection

This section examines how the selection of the targets and
the unstable eigenvalue affect attack severity. We use examples
from the WSCC 179-bus system to show how the unstable
eigenvalue affects the attack’s severity and how each machine
in the target set is affected. We present an intuition-based
method to select the eigenvalue and leave a more rigorous
analysis as a subject of future work.

The real and imaginary components of the eigenvalue dictate
the exponential rate of growth and frequency of the injected
unstable mode, respectively. To set the value of real component,
the adversary must consider how quickly the instability must
grow to disconnect the target(s). The longer an attack continues,
the more likely it is to be detected. The choice of the imaginary
component plays a major role in the attack’s effectiveness.
Numerical simulations show that the best value lies close
to the frequency of an existing oscillatory mode. Therefore,
these frequencies provide candidate values for the eigenvalue’s
imaginary component. As a heuristic, we propose solving the
attacker selection problem with each candidate value to identify
the best choice for the eigenvalue’s imaginary component.

From the case study in Section V-B with the target set
T = {57,58}, the eigenvalue of the attack was selected as
λ̃ = 0.2 + j5.12. Figure 5 shows the optimal objective of
(9) for different choices of Im(λ̃ ) with a fixed Re(λ̃ ) = 0.2.
The black curve shows the variation of the optimal objective
function, and the colors underneath show how each target
state contributes to it. The optimal objective changes as the
imaginary component varies. The peak occurs at j5.12, the
value from the case study, at which both target states contribute
substantially to the objective z∗. The participation factors of
the original system show that both target machines participate
in a mode with frequency j5.14. This indicates that generators
are more susceptible to attacks close to their natural modes of
oscillation, but not necessarily their most participated mode.

In the next example, the target set is altered to be T =
{53,58}, and the optimal objective is plotted again for various
Im(λ̃ ) with a fixed Re(λ̃ ) = 0.2 in Figure 6. The objective
function peaks at j5.14, but despite the high overall objective
value, only state 58 is significantly affected by the attack. A
smaller peak at j5.69 affects only state 53. This shows that
although the optimization framework in (9) maximizes the
aggregated magnitudes of v in the target states, it is agnostic
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Fig. 6. Optimal objective function for the target set T = {53,58} with various
values of the placed eigenvalue λ̃ .
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Fig. 7. Optimal objective function for the case study in V-B with various
values of the placed eigenvalue’s real part Re(λ̃ ).

of how each target is affected. When multiple targets are
designated, the formulated attack may affect all of them, as in
Figure 5, or focus on a subset as in Figure 6.

The eigenvalue’s real part controls the unstable oscillation’s
growth rate. To show its effect, the problem is computed with
the target set T = {57,58}, with the eigenvalue’s imaginary
component fixed at Im(λ̃ ) = j5.12 in Figure 7. As the real part
of λ̃ is increased, the optimal objective decreases, indicating
a trade-off between the rate of unstable growth and the
participation of the targets relative to the attackers. The
malicious actor can choose this value to balance the two factors
to influence how quickly the attack unfolds.

Finally, Figure 8 shows the effect of increasing the number
of devices m that can be compromised. Although compromising
more IBRs increases the potency of an attack, there is
diminishing value in every additional device compromised.
In this case, the adversary sees negligible improvement when
compromising more than three IBRs. This further reinforces
our limited effort model, indicating that the selection of
compromised devices is a much greater factor to a successful
attack than their number.

VI. CONCLUSION

This paper investigated how different sets of compromised
IBRs can destabilize a prescribed set of target generators. This
is cast as a combinatorial optimization program that selects
both which devices to compromise and how they should be
maliciously controlled. An alternative MIQCP formulation and
a row-search heuristic are also presented. The adopted solution
approach depends on the problem’s scale and desired optimality
guarantees. The attacker selection process is demonstrated in
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detail using the WSCC 179-bus network, with supplementary
results for the ACTIVSg500 system. The results show that
many combinations of compromised devices are unable to
successfully execute an attack, highlighting the importance
for an adversary to select the most potent group. We further
show how the problem is influenced by the selection of the
unstable eigenvalue, target set, and number of compromised
IBRs. By understanding which devices may contribute to a
cyber-physical attack, the goal of this work is to uncover the
vulnerabilities of a system and inform where cybersecurity
protection systems are most crucial.

Future work may investigate relaxation or decomposition
approaches to resolve the nonconvex normalization constraint
(16b) that remains in the MIQCP formulation (16). Although
this formulation can be solved by commercial solvers, elim-
inating the nonconvex constraint would greatly simplify the
problem and improve its computational time.

Another future direction is to explore the system dynamics
after a synchronous generator is disconnected. Our analysis
relies on a linearization around an operating point, an ap-
proximation that may break down when the system changes
substantially, like when one or more generators are removed.
Increasing scope to consider system behavior after an attack
successfully causes generator disconnections would model an
even more sophisticated attacker than considered in this paper.
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